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On August 19, 2009, the Department
of Health and Human Services (“HHS”)
issued an interim final rule with request for
comments on the Breach Notification for
Unsecured Protected Health Information
(the “Interim Final Rule”).1 The Interim
Final Rule was mandated by the Health
Information Technology for Economic
and Clinical Health (“HITECH”) Act, as
part of the American Recovery and
Reinvestment Act of 2009 (“ARRA”),2

which was enacted on February 17, 2009.

The Interim Final Rule sets forth the
regulatory requirements for determining
when a breach of “unsecured” protected
health information has occurred and
dictates how, when and to whom such a
breach must be reported. The Interim
Final Rule also addresses comments and
clarifies certain provisions contained in
the Guidance and Request for Information
issued by HHS on April 17, 20093 related
to technologies and methods available to
“secure” protected health information.
While the Interim Final Rule sets forth
the obligations for covered entities and
business associates of covered entities that

THE HITECH BREACH
NOTIFICATION RULES:
UNDERSTANDING THE
NEW OBLIGATIONS

are subject to HIPAA,4 the Federal Trade
Commission (“FTC”) also issued a final
rule imposing similar notification
requirements on vendors of personal
health records (“PHR”s) and entities
that contract with such vendors.

The Interim Final Rule became
effective on September 23, 2009.
However, HHS has stated that it will not
impose sanctions for failure to provide
notification of breaches discovered
before 180 days from the publication of
the rule, i.e., February 22, 2010.5 HHS
has requested additional comments
which are due October 23, 2009 and
could result in further modifications of
the Interim Final Rule in the future.

Definition of Breach
The Interim Final Rule defines a

“breach” as the “acquisition, access, use,
or disclosure of protected health infor-
mation in a manner not permitted under
Subpart E of this part [the HIPAA
Privacy Rule] which compromises the
security or privacy of the protected
health information.”6 By definition, a
use or disclosure that violates the
HIPAA Privacy Rule7 is a prerequisite to
the finding of a “breach” pursuant to the
Interim Final Rule.8 So, for example, a
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disclosure of information that occurs
despite the implementation of reason-
able safeguards would not be considered
a “breach” for purposes of the Interim
Final Rule because there would not be a
violation of the Privacy Rule.9

The “Harm Threshold”

HHS agreed with commenters who
urged that the language “compromises
the security or privacy of the protected
health information” should be viewed as
requiring a “harm threshold” before an
unauthorized use or disclosure would be
considered a “breach” for purposes of the
Interim Final Rule.10 Thus, although a
violation of the Privacy Rule is a prereq-
uisite to the finding of a “breach,” some
uses or disclosures that do violate the
Privacy Rule will not be considered a
“breach” if the use or disclosure does not
“pose a significant risk of financial, repu-
tational, or other harm to the
individual.”11 HHS stated that the inclu-
sion of this “harm threshold” better
aligned the Interim Final Rule with state
breach notification laws and the obliga-
tions set forth in the Office of
Management and Budget Memorandum
for the Heads of Executive Departments
and Agencies, M-07-16 (“OMB M-07-
16”), which applies to federal executive
departments and agencies.12

To determine whether the “harm
threshold” has been met, the Interim
Final Rule requires covered entities and
business associates to conduct and docu-
ment a fact-specific “risk assessment”
whenever an unauthorized use or disclo-
sure occurs.13 HHS identified the
following factors that should be consid-
ered when performing the risk assessment:

(1) The identity of the entity or indi-
vidual that impermissibly used the
information or to whom the information
was impermissibly disclosed. For example,
an impermissible disclosure to another
entity that has obligations pursuant to
the HIPAA Privacy Rule may not pose
as great of a threat as a disclosure to a
person or entity that does not have the
same obligations.14

(2) The steps that were taken to miti-
gate harm and the immediacy with which
such steps were taken. For example, the
covered entity may mitigate harm by
taking immediate steps to obtain satisfac-
tory assurances that the information will
not be used or further disclosed, such as
through confidentiality agreements or
agreements to destroy the information.15

(3) Whether the information was
returned before being accessed. For exam-
ple, if a laptop was stolen, but later
returned and it is determined based on
forensic analysis that it was not accessed,
the “harm threshold” would likely not be
met. HHS noted, however, that covered
entities and business associates should not
delay notification in the hope that a lost
or stolen computer may be recovered.16

(4) The type and amount of infor-
mation disclosed. For example, the
unauthorized disclosure of a name and
general statement that the individual
received services at a certain hospital
might not be deemed to meet the “harm
threshold.” However, information
regarding specific services received,
admission to a specialized facility, or
information that could increase the risk
of identity theft creates a greater likeli-
hood of harm. HHS urged that many
forms of health information, not just
those related to mental health or sexu-
ally transmitted diseases, could pose a
risk of employment discrimination and
should also be considered “sensitive.”17

With regard to whether the “harm
threshold” has been met, HHS also
suggested that covered entities review the
examples set forth in OMB M-07-16.18

As part of the Identity Theft Task Force,19

OMB M-07-16 requires federal agencies
to develop and implement breach notifi-
cation policies. Examples of “possible
harms” discussed in OMB M-07-16
include: the potential for blackmail; the
disclosure of private facts; mental pain
and emotional distress; the disclosure of
address information of victims of abuse;
the potential for secondary uses of the
information that could result in fear or

uncertainty; or unwarranted exposure
leading to humiliation or loss of self-
esteem.20 OMB M-07-16 also provides
examples of the types of data that would
most likely pose a risk of identity theft,
such as social security numbers, account
numbers, dates of birth, passwords, and
mother’s maiden names.21

Special Treatment of Limited
Data Sets

The Interim Final Rule provides that
an unauthorized use or disclosure of infor-
mation in a limited data set will not meet
the “harm threshold,” so long as dates of
birth and zip codes are removed. If dates
of birth and zip codes are not removed, a
covered entity or business associate would
need to complete a fact-specific risk
assessment, but might still determine that
the “harm threshold” is not met because
the risk of re-identification is low.

To create a limited data set that falls
within this narrow exception, the
sixteen identifiers contained in 45 CFR
164.514(e)(2)22 must be removed, as
well as the birth dates and zip codes.
Although the HIPAA Privacy Rule only
permits disclosure of information in
limited data sets for healthcare opera-
tions, research or public health activities
and requires that a limited data set can
only be shared pursuant to a data use
agreement, a covered entity does not
need to meet these requirements to take
advantage of the above exception to the
definition of “breach.” In other words, a
covered entity that impermissibly
discloses information that has been
stripped of the 16 direct identifiers as
well as zip codes and dates of birth will
not have to report the disclosure as a
breach, regardless of the purpose for
which the information was used or
disclosed and regardless of whether a
data use agreement was in place.23

Exceptions

The HITECH Act contained three
statutory exceptions to the “breach”
definition, all of which are generally
mirrored in the Interim Final Rule.

The HITECH Breach Notification Rules: Understanding the New Obligations
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The first exception to the “breach”
definition applies to certain uses or
disclosures by a covered entity’s “work-
force”24 members, i.e., persons acting
under the authority of the covered entity
or business associate. Specifically, the
exception applies when the use or disclo-
sure was made in good faith, was within
the scope of the disclosing individual’s
authority and does not result in further
violation of the Privacy Rule.25 While the
HITECH Act used the term “employee,”
the Interim Final Rule expands this
exception to all “workforce” members in
order to encompass additional individuals
working under the covered entity’s
control, such as trainees and volunteers.26

HHS provided two contrasting
examples to illustrate when this excep-
tion may apply. The first example is a
billing employee who receives and
opens a misdirected e-mail containing
protected health information from a
nurse within the same entity. The
billing employee immediately deletes
the e-mail and alerts the nurse of the
error. In this example, the billing
employee is acting in good faith, is
acting within his or her scope of author-
ity and does not make any further use or
disclosure of the protected health infor-
mation in violation of the Privacy Rule.
Thus, the exception would apply. In
contrast, a receptionist who is not
authorized to view protected health
information, but accesses such informa-
tion in order to learn about a friend’s
treatment is an example of an individual
who is not acting in good faith or within
the scope of authority and to whom the
exception would not apply.27

The second exception to the
“breach” definition applies to inadvertent
disclosures from one person who is autho-
rized to access protected health
information to another person who is
also authorized to access protected health
information within the same covered
entity, business associate, or organized
healthcare system.28 While the HITECH
Act originally limited this exception to

persons who were “similarly situated,”
commenters sought clarification and
HHS responded by focusing on whether
the individuals are authorized to access
protected health information, regardless
of whether the type or degree of access is
the same.29 For example, an inadvertent
disclosure to a billing person with limited
access to protected health information
from a physician with more expansive
access to protected health information
would meet the exception.30 The
HITECH Act also limited this exception
to disclosures within the same “facility.”31

However, in response to concerns that
the exception was too narrow and to
“more clearly capture the intent of the
statute,” the Interim Final Rule changes
“same facility” to “same covered entity,
business associate, or organized health
care arrangement.”32 Because an orga-
nized health care arrangement may
include a hospital and its staff physicians,
this exception may, for example, apply to
an inadvertent disclosure from a hospital
nurse to a physician with staff privileges
at the hospital.33

The third exception to the “breach”
definition applies to “a disclosure of
protected health information where a
covered entity or business associate has
a good faith belief that an unauthorized
person to whom the disclosure was made
would not reasonably have been able to
retain such information.”34 The Interim
Final Rule’s language generally mirrors
that of the HITECH Act, except that it
adds “good faith belief.”35

For clarification, HHS included two
examples in which this exception would
apply. The first example is where a
covered entity, due to a lack of reason-
able safeguards, inadvertently sends
explanations of benefits (“EOB”s) to the
wrong individuals. If some of the EOBs
are returned by the post office unopened,
the covered entity could conclude in
good faith that the addressees could not
possibly have retained the information.
The second example involves a nurse
who mistakenly gives discharge papers to

the wrong patient. If the nurse can
conclude in good faith that the patient
who received the wrong discharge papers
could not have reasonably read and
retained the information, this exception
would apply.36

Burden of Proof

For each of these three exceptions,
or for a determination that the “harm
threshold” has not been met, the covered
entity or business associate has the
burden of showing that a breach notifica-
tion is not required.37 HHS contemplates
that for any violation of the Privacy Rule,
a business associate or covered entity
must first determine whether the “harm
threshold” is met, i.e., whether there is a
significant risk of financial, reputational,
or other harm to the individual. The
covered entity or business associate must
then determine whether any of the three
exceptions discussed above are applica-
ble.38 Such determinations must be
documented, retained for six years and
made available to HHS upon request.39

Additionally, covered entities and busi-
ness associates will need to make this
determination quickly. As discussed in
more detail below, timeframes related to
the notification requirements are calcu-
lated from the date that the incident is
known or reasonably should have been
discovered, not from the date that the
determination is made regarding whether
the Privacy Rule violation rises to the
level of a “breach.”40

Determining When
a “Breach” Triggers
Notification Obligations

“Unsecured” Protected Health
Information

Not all uses and disclosures that
meet the “breach” definition set forth
above trigger notification obligations.
Rather, breach notification obligations
apply only to breaches of “unsecured”
protected health information.41

“Unsecured” protected health informa-

The HITECH Breach Notification Rules: Understanding the New Obligations
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tion is defined as “protected health infor-
mation that is not rendered unusable,
unreadable, or indecipherable to unau-
thorized individuals through the use of a
technology or methodology specified by
the Secretary.”42 “Unsecured” protected
health information can be in any form or
medium, including electronic, paper or
oral communications.43

Guidance specifying technologies
and methodologies that can be used to
render protected health information
“unusable, unreadable, or indecipher-
able” was originally published on April
17, 2009.44 The Interim Final Rule
updates this guidance based, in part, on
comments received in response to the
April publication. HHS’ commentary
in the Interim Final Rule clarifies that
the guidance does not create new
responsibilities for covered entities
pursuant to the Security Rule. Rather,
the guidance provides a mechanism by
which a covered entity can secure
protected health information to avoid
the breach notification requirements in
the event that the protected health
information falls into the hands of an
unauthorized person.45

One way that protected health infor-
mation can be rendered “unusable,
unreadable, or indecipherable” is through
the use of encryption, so long as the
confidentiality of the decryption process
or key has not been breached.46 In order
to determine whether an encryption
process meets the standard set forth in
the guidance, the Interim Final Rule
incorporates by reference the processes
developed by the National Institute of
Standards and Technology (“NIST”),
including NIST guides for “data at rest”
and “data in motion.”47 HHS clarifies
that “data at rest” includes data that
resides in structured storage methods,
such as databases, file systems, flash
drives and memory. “Data in motion”
includes data that is moving through a
network, including a wireless network,
such as data moving through e-mail or
structured electronic interchanges.48

Protected health information can
also be rendered “unusable, unreadable,

or indecipherable” by destroying the
media on which the protected health
information is stored.49 Hard copy
media such as paper and film can be
destroyed by shredding or destroying
the media in a manner that renders it
unreadable and not subject to recon-
struction.50 With regard to electronic
media, the media must be cleared,
purged or destroyed consistent with
NIST Guidelines and in such a manner
that it cannot be retrieved.51

Although commenters urged HHS
to consider redaction as an acceptable
method for rendering paper records
“unusable, unreadable, or indecipher-
able,” HHS declined to do so.52 HHS
did note, however, that redacting paper
documents might be considered a valid
method of creating “de-identified”53

information, thus removing the infor-
mation from the definition of protected
health information or creating a
limited data set that may meet the
narrow exception discussed more fully
above. In addition, HHS noted that
the use of redaction might be sufficient
to reduce the risk of harm to the indi-
vidual so as to fall below the “harm
threshold” discussed above.54

Notification Requirements
Once the covered entity or business

associate has determined that there has
been a “breach” and that the protected
health information at issue was “unse-
cured,” the covered entity or business
associate must determine what notifica-
tion requirements apply to the situation.
Documentation of all notifications must
be retained for six years pursuant to the
administrative requirements in the
HIPAA Privacy Rule55 and must be made
available to HHS upon request.56 Covered
entities and business associates have the
burden of proof to demonstrate that all
notifications were made in a timely
manner and in accordance with the
requirements of the Interim Final Rule.57

Notification to Individuals

When a covered entity has a
reasonable belief that an individual’s

protected health information has been
involved in a breach, the covered entity
has an obligation to notify each affected
individual personally.58 The notice must
be provided by first class mail to the
individual’s last known address unless
the individual agreed to receive it elec-
tronically.59 The notification can be
provided in multiple mailings if all infor-
mation is not available at the time of
the initial notice.60 For minors or inca-
pacitated individuals, notice can be
provided to the “personal representa-
tive” as defined by the HIPAA Privacy
Rule.61 If the covered entity knows that
the affected individual is deceased, the
notice should be sent to either the indi-
vidual’s next of kin or personal
representative if the covered entity has
the next of kin or personal representa-
tive’s contact information.62

To the extent that the information
is available, the notification to an
affected individual must include the
following elements:63

(1) A brief description of what
happened. The covered entity should
include the date of the breach and the
date of discovery of the breach, if
known.64

(2) A description of the types of unse-
cured information that were involved in the
breach.65 Examples of the types of infor-
mation that should be listed, if involved
in the breach, include full name, social
security number, date of birth, home
address, account number, diagnosis, and
disability code.66 Actual protected health
information should not be included. For
example, the notice should state that the
individual’s social security number was
involved in the breach, but should not
list the actual social security number. In
addition, covered entities should avoid
including any sensitive information in
the notification.67

(3) Any steps individuals should take
to protect themselves from potential harm
resulting from the breach.68 For example,
in situations in which credit card infor-
mation is involved, the notice should
recommend that affected individuals
contact credit card companies or may

continued on page 6
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include information on how to contact
credit bureaus or obtain credit monitor-
ing services.69

(4) A brief description of what the
covered entity involved is doing to investi-
gate, mitigate harm to individuals, and
protect against further breaches.70 For exam-
ple, if a theft of unsecured information is
suspected, the fact that the covered
entity has filed a police report should be
included in the notification. Any disci-
plinary actions against employees
involved in the incident should also be
included.71 It is important to note that
HHS chose to use the term “mitigate
harm to individuals” in the Interim Final
Rule, rather than “mitigate losses” as used
in the HITECH Act. This was done to
clarify that steps should be taken to
protect the individual from all types of
harm, not just economic loss.72

(5) Contact procedures for individu-
als to ask questions or learn additional
information, including either a toll-free
telephone number, e-mail address, website
or postal address.73

The Interim Final Rule also requires
that the notification be “written in plain
language.”74 In order to satisfy this require-
ment, covered entities should write the
notice at a proper reading level, use clear
language and syntax, and not include
extraneous material that might “diminish
the message.”75While some commenters
recommended imposing a page limit in
order to ensure that the notice is not
overly technical or complex, HHS stated
that it did not wish to hinder a covered
entity’s ability to include all information
that it believes would be helpful to the
individual.76 HHS also noted that certain
covered entities may be subject to addi-
tional laws that would require the notice
to be interpreted into different languages
or made accessible to individuals with
sight impairment or other disabilities.77

Subject to exceptions for delays
requested by law enforcement, which are
more fully discussed below, the Interim
Final Rule requires a covered entity to

send notification of a breach to an
affected individual without “unreason-
able delay” and no later than sixty
calendar days from the date that the
covered entity discovers the incident that
is ultimately determined to constitute a
breach.78 As discussed above, when an
incident is discovered, a covered entity
may be uncertain as to whether it rises to
the level of a breach. However, any risk
assessment must also be completed with-
out “unreasonable delay.”79 In order to
avoid reporting obligations, an investiga-
tion and risk assessment must be
conducted swiftly. An example of a situa-
tion that would not trigger reporting
requirements is a laptop that was
reported as stolen but discovered the
next day in another secure office within
the covered entity.80 However, as
discussed previously, HHS makes it clear
that covered entities cannot delay notifi-
cation based on the hope of finding lost
or stolen information.81

Likewise, while investigation of a
breach may be necessary in order to
gather the required information for the
notice to the individual, such investiga-
tion also must be completed without
“unreasonable delay.”82 In comments to
the Interim Final Rule, HHS emphasized
that 60 calendar days is an outer limit.
For example, when a covered entity has
compiled all of the information neces-
sary to provide notification to affected
individuals on the 10th day following a
breach but waits until the 60th day to
actually provide notification, this would
be considered an “unreasonable delay.”83

Urgent Situations

In certain situations, a covered
entity may determine that misuse of
protected health information is immi-
nent. In these situations, the covered
entity may make additional notice via
telephone or other means.84 In
comments to the Interim Final Rule,
HHS emphasized that this “urgent
notice” is in addition to, and not in lieu
of, the written notice requirement.85 It

should also be noted that such urgent
notice is permissive, rather than
required by the regulations. However, it
might be considered necessary by the
HIPAA Privacy Rule’s requirement to
mitigate harm.86

Substitute Notice

If a covered entity does not have
sufficient contact information or has
out-of-date contact information for
some or all of the individuals affected by
a breach, the covered entity must
provide a “substitute notice,” which is
an alternate form of notice that is
“reasonably calculated to reach the indi-
vidual.”87 When substitute notice is
required, it should be provided as soon
as reasonably possible after the covered
entity determines that it has insufficient
or out-of-date contact information.88

However, in cases in which affected
individuals are known to be deceased
and the covered entity does not have
sufficient contact information for the
personal representative or the next of
kin, the covered entity will not be
required to supply substitute notice.89

If the covered entity has insufficient
or out-of-date contact information for
fewer than 10 individuals, substitute
notice may be accomplished with an
alternative form of written notice, tele-
phone notice or notice by other means.90

By way of example, HHS stated that it
would be acceptable to contact an indi-
vidual by e-mail if the individual’s postal
address was out-of-date, even if the indi-
vidual had not given prior permission to
be contacted by e-mail.91 Similarly, the
individual could be contacted by tele-
phone. HHS cautioned, however, that
covered entities should be cautious as to
the amount and sensitivity of information
shared when providing substitute notice.
For example, messages on answering
machines should be limited to a state-
ment that the covered entity has a very
important message for the individual.92

Where there are greater than 10
individuals for which there is insufficient

The HITECH Breach Notification Rules: Understanding the New Obligations
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or out-of-date contact information, the
covered entity must provide substitute
notice by posting a conspicuous notice
on the covered entity’s web site home
page or in a print or broadcast medium
that is a “major media outlet” in the
geographic areas where individuals likely
reside. The notice must include a toll-
free telephone number that will remain
active for at least 90 days from the time
of the posting so that an individual can
call to find out whether his or her
protected health information was
affected by the breach.93

If the covered entity chooses to
include the notice on its home page, the
notice must be conspicuous and must
remain posted for 90 days. “Home page”
means either the home page of the
covered entity’s web site or a landing or
login page for individuals who have set up
accounts with the covered entity. If some
of the information required by the notice
must be accessed via a hyperlink, the
hyperlink must be prominent and notice-
able and worded to convey the nature and
importance of the information.94

The determination as to whether a
broadcast or print medium is a “major
media outlet” for the geographic area
is fact-specific and depends on the
geographic area where the affected indi-
viduals are likely to reside as well as
whether the selected media outlet is
reasonably calculated to reach such
individuals. For example, if affected
individuals are likely to reside in a rural
area, a local major newspaper might be
reasonably calculated to reach those
individuals. However, if the affected
individuals are likely to live in a major
metropolitan area, a publication that
serves the entire metropolitan area or
the entire state might be more likely to
reach the affected individuals. In some
circumstances, the use of multiple media
outlets might be required, especially
where affected individuals are likely to
reside in multiple states.95

In response to commenters’
concerns regarding the potential burden
of fielding calls from the toll-free number
that is required to be provided by the

substitute notice, HHS noted that
covered entities may limit the volume of
calls by including sufficient information
in the notice itself or on a web site
which would allow individuals to deter-
mine whether their information was
included in the breach.96 Although HHS
did not elaborate on this suggestion, the
covered entity must also comply with
the HIPAA Privacy Rule when posting
such information. Thus, information
such as names or medical records would
not be a permissible means for listing
impacted individuals. The covered entity
could, however, state that the breach
involved individuals with last names
beginning with certain letters or individ-
uals who received care at the covered
entity between a range of dates.

HHS also suggested that it may be
less costly and onerous in some circum-
stances for covered entities to attempt to
update the affected individuals’ contact
information rather than providing
substitute notice.97 If the information
can be updated to the extent that less
than 10 individuals with out-of-date or
insufficient information remain, the
requirement for substitute notice via web
site or media may be avoided and other,
less burdensome, forms of substitute
notice could be used.

Notification to Media

In situations in which the protected
health information of more than 500 indi-
viduals within a state or jurisdiction is
affected, the covered entity must provide
notice to a prominent media outlet within
that state or jurisdiction.98 The term
“state” includes the District of Columbia,
Puerto Rico, the Virgin Islands, Guam,
American Samoa and the Northern
Mariana Islands.99 HHS clarified that
“jurisdiction” is defined as a geographic
area smaller than a state, such as a county,
city or town.100 This notification is in
addition to, and not a substitute for, the
individual notice or substitute notice
discussed above and should include the
same content as the individual notice.101

HHS clarified that the number of
individuals from a single state or juris-
diction will be the determining factor,

even if the aggregate number of affected
individuals spread across multiple states
is greater than 500. For example, if a
breach impacts 600 individuals, with
200 individuals residing in Virginia, 200
residing in the District of Columbia and
200 residing in Maryland, media notifi-
cation would not be required. However,
in this scenario, individual notification
would still be required, as well as notice
to the Secretary of HHS, as more fully
discussed below.102

As with the publication of substi-
tute notice, the determination of what
constitutes a “prominent media outlet”
is fact-specific and depends on the state
or jurisdiction affected. For example, if
all of the affected individuals reside in a
particular city, then the notification
should be provided to a prominent
media outlet serving that city. On the
other hand, if the affected individuals
are from across the state and not from
any particular city or county, the notice
should be published in a media outlet
serving the entire state.103

Where media notification is
required, it must be provided within the
same timeframe as notice to the individ-
ual, i.e., “without unreasonable delay”
and no more than sixty calendar days
from the discovery of the incident that
is determined to be a breach.104

Notification to the Secretary

Covered entities are also required
to report all breaches to the Secretary of
HHS.105 If a covered entity discovers a
breach of unsecured protected health
information involving more than 500
individuals, the entity must report the
breach to the Secretary “immediately”
and in accordance with instructions
that will be posted on the HHS
website.106 Unlike media notification,
there is no requirement that the 500
individuals reside in the same state or
jurisdiction. A list of covered entities
that report breaches involving greater
than 500 individuals will be posted on
the HHS website.107

Breaches involving less than 500
individuals must be tracked, even if they

continued on page 8
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involve only a single individual, but are
to be kept in a log and reported to the
Secretary annually no more than 60
days after the end of the calendar year.108

HHS will also post instructions for the
submission of annual reports on its
website.109 For calendar year 2009, only
breaches occurring after September 23,
2009 (the effective date of the Interim
Final Rule) must be reported.110

Notification by Business
Associate to Covered Entity

A business associate that discovers
a breach of unsecured protected health
information must notify the covered
entity “without unreasonable delay”
and no later than 60 days from the
discovery of the breach.111 The notifi-
cation to the covered entity must
include, to the extent possible, the
identification of each individual whose
information was affected, as well as any
other information that the covered
entity is required to include in its noti-
fication to the individual.112

HHS included the language “to the
extent possible” to address situations in
which the business associate might not
know the identification of the individu-
als. For example, if a record storage
facility discovers that certain boxes are
missing, the covered entity might be in
the better position than the storage
facility to determine the identity of the
individuals whose records were
contained in the box.113

HHS also noted that nothing in the
Interim Final Rule is intended to interfere
with the ability of covered entities and
business associates to contractually estab-
lish their respective obligations. For
example, the parties may determine that
the business associate is in the best posi-
tion to provide notification to individuals,
and may require this via contract. HHS
does, however, encourage the parties to
ensure that the individual does not
receive notice from both the covered
entity and the business associate.114 If a
covered entity decides to give a business

associate the individual notification
reporting obligation, the covered entity
should retain the responsibility for
conducting the “risk assessment” to deter-
mine if notification is needed.

Factors Impacting
Timeliness of Notification

Discovery: Starting the Clock

The “discovery” of a breach “starts
the clock” for purposes of determining
timeliness of notification by a covered
entity or a business associate.115 A breach
is not treated as discovered until the date
that the incident is actually discovered
by the covered entity or business associ-
ate or the date that it would have been
known to the covered entity or business
associate through the exercise of “reason-
able diligence.”116 Thus, covered entities
and business associates should have
reasonable systems in place to aid in the
discovery of breaches.117 “Reasonable
diligence” is defined by the HIPAA
Enforcement Rule as the “business care
and prudence expected from a person
seeking to satisfy a legal requirement
under similar circumstances.”118 The
Interim Final Rule further clarifies that in
situations involving discovery by work-
force members and business associates,
the federal common law of agency will
apply to determine whether such discov-
ery should be imputed to the covered
entity.119 Because knowledge of a breach
by certain workforce members and busi-
ness associates may therefore be imputed
to a covered entity, it is very important
that covered entities adequately train
these individuals and entities as to their
reporting obligations.120

Where business associates are consid-
ered to be independent contractors rather
than agents, the covered entity is not
deemed to have knowledge of the breach
until the business associate notifies the
covered entity.121 Thus, covered entities
may wish to analyze their relationships
with business associates to determine
whether such business associates would be

considered “agents” of the covered entity
in accordance with the federal common
law of agency. However, as noted above,
the Interim Final Rule grants discretion
to covered entities and business associates
to delineate by contract how the notifica-
tion requirements will be implemented.
Thus a business associate’s obligations
regarding breach notification should be
set forth clearly in the business associate
agreement.122 Even if business associate
agreements contain general language
providing for automatic revision in the
event of changes in the HIPAA regula-
tions, covered entities should consider
revising the existing agreements to more
fully address each party’s notification
obligations, including the timing of such
notifications and the consequences for
failing to notify.123

With regard to media notices or
immediate notification to the Secretary,
HHS noted that there may be situations
where a breach of unsecured protected
health information occurring at a busi-
ness associate will involve the records of
multiple covered entities. In these situa-
tions, if there are less than 500 affected
individuals from any single covered
entity, no notification is required to the
media or immediate notification to the
Secretary. The covered entity would,
however, need to track these breaches
for inclusion in its annual report to the
Secretary. In addition, where the busi-
ness associate cannot determine which
covered entity’s information has been
breached, the covered entities may
consider having the business associate
provide notification to the media on
behalf of all covered entities.124

Law Enforcement Delay

The Interim Final Rule allows for a
temporary delay of notification if a law
enforcement official states orally that a
notification would impede a criminal
investigation. The covered entity or
business associate must document the
oral statement and identity of the offi-
cial, and may only delay notification for

The HITECH Breach Notification Rules: Understanding the New Obligations
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no more than 30 days. If, however, the
law enforcement officer formally states
in writing that a delay is necessary so as
not to impede a criminal investigation
or cause damage to national security,
otherwise required notifications can be
delayed for the time specified by the law
enforcement official.125 HHS retained
the definition of “law enforcement offi-
cial” contained in the HIPAA Privacy
Rule, but moved the definition to 45
CFR §164.103 so that it will be also be
applicable to the Interim Final Rule.126

Preemption of State Law
HHS noted that the general

HIPAA preemption provision found at
45 CFR §160.203 will apply to the
breach notification regulations and that
none of the exceptions contained in
that section will be applicable to the
Interim Final Rule.127 45 CFR §160.203
generally provides that any HIPAA
requirement that is “contrary to” state
law will preempt the state law. A state
law is considered “contrary” if a covered
entity finds it impossible to comply with
both HIPAA and the state law or if the
state law “stands as an obstacle to the
accomplishment and execution of the
full purposes and objectives of the
breach notification provisions.”128

HHS also noted that, in general, it
believes covered entities will not have a
problem complying with both state law
and the Interim Final Rule. For example,
if a state breach notification rule requires
notification to the individual within five
days following a breach, that notification
would comply with the time frame of the
Interim Final Rule as well. If all of the
information required by the Interim
Final Rule was not available at the time
that the state required notification was
made, the information could be provided
in multiple mailings as permitted by the
Interim Final Rule.129

Likewise, if a state breach notifica-
tion rule requires inclusion of elements
not required by the Interim Final Rule,
the inclusion of these additional
elements would not violate the Interim
Final Rule. The Interim Final Rule does

not preclude the use of additional
elements and is flexible as far as how the
elements can be described.130

Relationship with FTC
Health Breach Notification
Rule

ARRA also required the FTC to
issue regulations governing breach notifi-
cation for vendors of PHRs and other
non-HIPAA covered entities.131 These
regulations (“the FTC Rule”) were issued
on August 18, 2009132 and apply to
vendors of PHRs,133 PHR related enti-
ties,134 and third party service providers.135

The FTC Rule breach notification
requirements are similar, but not identi-
cal, to those of the Interim Final Rule.
For example, a breach involving greater
than 500 individuals must be reported to
the FTC within ten business days.136 In
contrast, the Interim Final Rule requires a
report to the Secretary of HHS concur-
rently with notification to the individual,
up to 60 days from the discovery of
the breach.137

In the Interim Final Rule, HHS
noted that there may be circumstances
where a PHR vendor is covered by both
the Interim Final Rule and the FTC
Rule. Specifically, the vendor will be
considered in compliance with the FTC
Rule when appropriate notifications are
made pursuant to the Interim Final Rule
in the following limited circumstances:

(1) The PHR vendor provides
notice to individuals on behalf
of a HIPAA-covered entity;

(2) The PHR vendor has dealt
directly with these individuals in
managing their PHR accounts;
or

(3) The PHR vendor provides
notice to all of its customers at
the same time (regardless of
whether the customers are
HIPAA-covered entities or non-
HIPAA-covered entities).138

The FTC offered several examples to
illustrate situations where the FTC Rule
and the Interim Final Rule may overlap

and indicated an expectation that the
notification response should be coordi-
nated so that consumers receive only one
notification per breach.139 In the first
example, a PHR vendor provides PHRs
to the public through its own web site
and also to a HIPAA-covered entity as a
business associate of the covered entity.
With regard to patients of the HIPAA-
covered entity, the vendor would only be
required to notify the covered entity,
rather than notifying the individuals
directly. However, the vendor would be
required to provide individual notice to
its private clients pursuant to the FTC
Rule. Because the PHR vendor has a
direct relationship with all of the affected
individuals, it could contract with the
covered entity to provide the individual
notice required by the Interim Final
Rule. The FTC encourages such contrac-
tual relationships so that the individuals
receive only one notice, both entities
fulfill their obligations and the process
is simplified.140

Another example illustrates the
problems that occur when a PHR
vendor does not properly maintain and
update lists that separate individuals
that it enrolls privately from those that
it enrolls as a business associate of a
covered entity. If a patient disaffiliates
with the covered entity but remains a
customer of the PHR vendor, there may
be confusion as to which entity is oblig-
ated to send notice, resulting in failure
to provide notice at all or providing
multiple notices for one breach. This
illustrates another situation in which an
agreement obligating the business asso-
ciate to directly send all notices would
simplify the process.141

The FTC further elaborated on the
relationship between the FTC Rule and
the Interim Final Rule with regard to
HIPAA-covered entities. Although
HIPAA-covered entities are specifically
excluded from the definition of a PHR
vendor, the FTC refused to specifically
exclude doctors from the FTC rule. The
FTC described an example of a limited
situation in which a doctor may be
subject to the FTC Rule. Where a non-
practicing doctor creates or offers PHRs

continued on page 10
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to the public as part of a start-up
venture separate from his or her medical
practice, he or she would be required to
comply with the FTC Rule. On the
other hand, a practicing physician who
offers PHRs to his or her patients would
be a HIPAA-covered entity and would
be governed by the Interim Final Rule
rather than the FTC Rule.142

Like the Interim Final Rule, the
FTC Rule is effective 30 days from the
date of publication, i.e., September 24,
2009. However, like HHS, the FTC will
not enforce the rule for the first 180
days following publication, i.e.,
February 22, 2010.

Sanctions
Violation of the Interim Final Rule,

as with any violation of HIPAA, could
result in the imposition of penalties
pursuant to Section 13410 of the
HITECH Act, which increased HIPAA
penalties effective February 17, 2009.143

Currently, violations of any provision of
HIPAA, including the breach notifica-
tion requirements, due to “willful
neglect”, are punishable by at least
$10,000 per violation and up to
$50,000 per violation, with an annual
maximum of at least $250,000 and no
greater than $1,500,000.144 Thus, choos-
ing to ignore the breach notification
requirements could be very costly for
covered entities and business associates,
even though, as discussed below,
compliance with the notification
requirements is essentially an admission
of a Privacy Rule violation which also
may lead to sanctions and potential
liability under state law.

In addition, because of the
expanded authority given to state attor-
neys general through the HITECH Act,
the Interim Final Rule, as with all provi-
sions of HIPAA, can be enforced by the
attorney general of a state or the Office
of Civil Rights of HHS.145

Conclusion
The Interim Final Rule creates

significant obligations for covered enti-
ties and their business associates.
Covered entities and business associates
should immediately begin drafting poli-
cies and procedures to ensure that
internal reporting mechanisms are in
place to report breaches and to ensure
that employees and other workforce
members are properly trained. Policies
and procedures setting forth the specific
requirements and timeframes for the
various notification obligations should
also be implemented.

Covered entities and business asso-
ciates should include counsel in
decisions related to conducting and
documenting the “risk assessment” to
determine whether the “harm thresh-
old” has been reached. Because this will
dictate whether the breach needs to be
reported, many considerations will need
to be carefully weighed, including the
covered entity’s duty to mitigate harm
pursuant to the Privacy Rule, state law
requirements, and the liability exposure
resulting from notifications to individu-
als, the media and the Secretary of
HHS. Because such notifications are
admissions of violations of the Privacy
Rule, they will significantly increase
liability exposure for covered entities,
not only because of the heightened
penalties found in the HITECH Act,
but also because the notifications will
alert individuals and attorneys to poten-
tial claims based on breach of privacy or
medical malpractice.

Now, more than ever, covered enti-
ties should be focused on bolstering
HIPAA compliance efforts, including
reviewing policies and re-educating staff
on all of the requirements of the
HIPAA Privacy Rule.

Because the HITECH Act creates
direct liability for business associates
who violate HIPAA provisions, busi-
ness associates should not rely solely on

covered entities to define their respon-
sibilities. Companies and individuals
who do business with covered entities
should analyze their relationships to
determine whether they will be consid-
ered a business associate pursuant to the
HIPAA regulations and to determine
their corresponding obligations, includ-
ing those associated with the Interim
Final Rule.

Covered entities should also
analyze business associate agreements to
determine whether the business associ-
ate could be considered an “agent” of
the covered entity pursuant to the
federal common law of agency. Because
it is undesirable to have a business asso-
ciate’s knowledge of a breach imputed
to the covered entity, covered entities
may wish to include language in busi-
ness associate agreements or underlying
agreements specifying that the agree-
ment is not intended to establish an
agency relationship.

Covered entities may also wish to
add language to business associate
agreements imposing reporting obliga-
tions that are more stringent than those
required by the Interim Final Rule. For
example, if a business associate is deter-
mined to be an agent of the covered
entity and its knowledge of the breach
is imputed to the covered entity, the
covered entity would want the business
associate to be contractually obligated
to report breaches to the covered entity
immediately, rather than within the 60
day timeframe set forth in the Interim
Final Rule, so that the covered entity
has time to fulfill its reporting obliga-
tions. In addition, the covered entity
may wish to seek indemnification from
the business associate for breaches or
failure to notify the covered entity of
such breaches.

Finally, entities that provide PHRs
or affiliate with vendors of PHRs should
carefully determine their obligations
under both the Interim Final Rule and
the FTC Rule.

The HITECH Breach Notification Rules: Understanding the New Obligations
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145 Damages that can be collected by a state
attorney general include damages of $100 per
violation, not to exceed $25,000 for identical
violations in a calendar year. These sanctions
are in addition to those imposed by the
federal government, but cannot be obtained
when a federal action is pending. Pub. L. No.
111-5, §13410(e).
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